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DETAILED ACTION 

1 . Claims 1-47, 49-62, 64-99 and 101-1 14 are pending. Applicant has amended claims 1, 
49-52, 64, and 101-104. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

3. Claims 1-5, 8-9, 13-17, 19, 26-28, 30, 35-39, 40- 47, 49-54, 58-60, 64-69, 71, 78-80, 82, 
87-91, 92-99, 101-106 and 110-112 are rejected under 35 U.S.C. 103(e) as being anticipated 
by Deianov et al. (U.S. 6,529,985 Bl) in view of Wood et al (U.S. 2004/0210771 Al). 

As to claim 1 , Deianov teaches intercepting a service request (intercepting the system 
call; col. 3, lines 30-31 and col. 6, lines 28-38) made by a software component (processes 107; 
col. 6, lines 46-48 and col. 8, lines 15-16), evaluating the service request based on at least one 
rule (selectively intercept system calls; col. 6, lines 35-45), an original or modified data in the 
service request (process identifier; col. 7, lines 9-23. Notes that "or" is used, so meeting one of 
the two meet the limitation), and at least one of a present software system state (examiners the 
execution flag 131 ... executing; col. 8, lines 29-31) and a past software system state (the 
interception module ... wrapper 125; col. 8, lines 16-19), dynamically selecting at least one 
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desired behavior from among several behaviors for the software component based on the 
evaluation (execute the system call wrapper, or execute the system call 115 when the call was 
made by the wrapper; col. 8, lines 21-34), and dynamically controlling the software component 
such that the software component executes the desired behavior (execute system call wrapper or 
execute the actual system call; col. 8, lines 16-55). 

Deianov does not teach dynamically alterable condition dependent rule. However, Wood 
teaches dynamically condition dependent rule (mapping of login credential types ... influenced 
by environment information such as time of request, source of request, connection speed; page 4, 
paragraph 37 and mapping rules may be dynamically varied . . . effect; page 4, paragraph 38 and 
page 12, paragraph 87). 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to apply the teaching of Wood to the system of Deianov because "dynamic alterable 
condition dependent rule" would provide the system of Deianov with the ability to allow access 
to the system can be changed based on the environment information in real time. 

As to claim 2, Deianov teaches intercepting a service request comprises intercepting a 
software supported system call (system call; col. 3, lines 30-31 and col. 6, lines 28-38). 

As to claim 3, Deianov teaches intercepting a software supported system call further 
comprises redirecting an entry in an interrupt vector table to alternative code (replace the pointer 
. . . executes instead; col. 6, lines 21-27). 
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As to claim 4, Deianov teaches intercepting a hardware supported system call (access of 
the system hardware; col. 1, lines 31-40). 

As to claim 5, Deianov teaches intercepting a hardware supported system call further 
comprises redirecting an entry in an interrupt vector table to alternative code (system call 
wrapper; col. 1, line 67 - col. 2 5 line 2 and col. 6, lines 21-27). 

As to claim 8, Deianov teaches intercepting a subroutine based service (a system call is a 
subroutine; col. 1 , lines 3 1 -40). 

As to claim 9, Deianov teaches intercepting a subroutine based service further comprises 
redirecting the subroutine call instruction to alternative code (system call wrapper; col. 1, line 67 
- col. 2, line 2 and col. 6, lines 21-27). 

As to claim 13, Deianov teaches executing alternative code in response to intercepting the 
service request (When a process makes a system call ... of the calling process; col. 8, lines 15- 
28). 

As to claim 14, Deianov teaches executing alternative code in addition to calling the 
service request (When a process makes a system call ... of the calling process; col. 8, lines 15-28 
and the system call was made by the wrapper; col. 8, lines 44-55). 
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As to claim 15, Deianov teaches the alternative code performs an operation with a same 
purpose as that of the service request (inherent from the wrapper makes the system call; col. 8, 
lines 44-55). 

As to claim 16, Deianov teaches the alternative code performs an operation with a 
different purpose from that of the service request (inherent from the wrapper may or may not 
make the system call; col. 8, lines 44-55). 

As to claim 17, Deianov teaches preventing execution of the service request (col. 2, lines 

8-15). 

As to claim 19, Deianov teaches preventing code that executes in response to interception 
of the service request from accessing at least some data (col. 2, lines 8-15). 

As to claim 26, see rejection of claim 13 above. 

As to claim 27, see rejection of claim 14 above. 

As to claim 28, see rejection of claim 17 above. 



As to claim 30, see rejection of claim 19 above. 
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As to claim 35, Deianov teaches preventing code that executes in response to interception 
of the service request from accessing a system resource (col. 2, lines 3-13). 

As to claim 36, Deianov teaches the system resource comprises a network (opening a 
network communication channel; col. 1, lines 36-39). 

As to claim 37, Deianov teaches the system resource comprises a storage media (reading 
data from a file; col. 1, lines 36-39). 

As to claim 38, Deianov teaches the system resource comprises a file system (file system; 
col. 2, lines 9-10). 

As to claim 39, Deianov teaches the system resource comprises a specific file (reading 
data from a file; col. 1, lines 36-39). 

As to claim 40, Deianov does not teach the system resource comprises configuration 
information. Deianov teaches system calls can access system hardware or software resources, file 
system (col. 1, lines 31-39 and col. 2, lines 9-19). It would have been obvious that the system 
resource also include configuration information. 
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As to claim 41, Deianov does not teach the configuration information comprises registry 
data. However, it is well known in the art that the configuration information includes registry 
data 

As to claim 42, Deianov teaches at least one condition dependent rule that specifies the 
desired behavior for the software component is static (list of selected process; col. 7, line 66 - 
col. 8, line 11). 

As to claim 43, Deianov does not teach wherein dependant rules that specify the desired 
behavior for the software component comprise of static rules and dynamic rules. Woods teaches 
dependant rules that specify the desired behavior for the software component comprises a 
combination of static rules and dynamic rules (page 12, section 0087). It would have been 
obvious to one of ordinary skill in the art at the time the invention was made to combine the 
teaching of Deianov and Woods because it provides a method for improving the security of 
information transactions over networks. 

As to claim 44, Deianov as modified teaches modifying the dynamic rules in response to 
behavior of the software component (col. 7, lines 29-32 and col. 9, lines 25-29). 

As to claim 45, Deianov does not teach wherein modifying the dynamic rules further 
comprises responsive to an attempt by the software component to access specific data, creating a 
rule that specifies that the software component cannot access other data. Woods teaches 
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modifying the dynamic rules further comprises responsive to an attempt by the software 
component, by creating a rule that specifies whether the software component can or cannot 
access other data (page 4, section 0038). 

As to claim 46, Deianov does not teach wherein modifying the dynamic rules further 
comprises responsive to an attempt by the software component to access specific data, creating a 
rule that specifies that the software component cannot perform certain functionality. Woods 
teaches modifying the dynamic rules further comprises responsive to an attempt by the software 
component, creating a rule that specifies whether the software component can or cannot perform 
certain functions (page 4, section 0038). 

As to claim 47, Deianov teaches wherein the rules that specify the desired behavior for 
the software component are based on at least one of the following criteria: a user with which the 
software component is associated; identity of the software component; a time at which the 
software component is executing; history of the software component; a source of the software 
component; data which the software component attempts to access; functionality that software 
component attempts to execute; and computer network resources that the software component 
attempts to access (determining the calling process 107; col. 7, lines 7-23. It is noted that the 
reference needs only teach one of the above criteria). 

As to claim 49, Deianov teaches an intercepting module (interception module), 
intercepting a service request made by a software component (intercepting the system call; col. 3, 
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lines 30-31 and col. 6, lines 28-38 and processes 107; col. 6, lines 46-48 and col. 8, lines 15-16), 
an altered states engine (interception module 111, initialization module 123; col. 7, lines 7-9), for 
evaluating the service request based on at least one rule (selectively intercept system calls; col. 6, 
lines 35-45), an original or modified data in the service request (process identifier; col. 7, lines 9- 
23. Notes that "or" is used, so meeting one of the two meet the limitation), and at least one of a 
present software system state (examiners the execution flag 131 ... executing; col. 8, lines 29-31) 
and a past software system state (the interception module ... wrapper 125; col 8, lines 16-19), 
for dynamically selecting at least one desired behavior from among several behaviors for the 
software component (execute the system call wrapper, or execute the system call 1 1 5 when the 
call was made by the wrapper; col. 8, lines 21-34), alternative code for executing in response to 
an intercepted service request made by the software component (system call wrapper; col. 5, 
lines 52-53), for controlling the software component such that the software component executes 
the desired behavior (col. 8, lines 16-28), the alternative code being coupled to the altered states 
engine (col. 8, lines 56-58). Deianov further teaches the interception module provides the 
functionality of the intercepting module and the altered state engine (intercepting the system call; 
col. 3, lines 30-31 and interception module 111, initialization module 123; col. 7, lines 7-9). It 
would have been obvious to one of ordinary skill in the art that the interception module can be 
implemented as the intercepting module and the altered state engine for easier maintain. 

Deianov does not teach dynamic alterable condition dependent rule, the altered states 
engine being coupled to the interception module, at least one rules database, for storing at least 
one dynamically alterable condition dependent rules, the rules database being coupled to the 
altered states engine. However, Wood teaches dynamically condition dependent rule (mapping of 
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login credential types . . . influenced by environment information such as time of request, source 
of request, connection speed; page 4, paragraph 37 and mapping rules may be dynamically 
varied ... effect; page 4, paragraph 38 and page 12, paragraph 87), a table for storing static rule 
and a table for storing dynamic rules (mapping rules may be dynamically varied . . . effect; page 
4, paragraph 38 and page 12, paragraph 87). 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to apply the teaching of Wood to the system of Deianov because "dynamic alterable 
condition dependent rule" would provide the system of Deianov with the ability to allow access 
to the system can be changed based on the environment information in real time, and improving 
the security of information transactions over networks. 

As to computer system claim 50, it is the same as the method claim of claim 1 and is 
rejected under the same ground of rejection. 

As to computer system claim 51, see rejection of claim 50 above. 

As to claim 52, see rejection of claim 1 above. Deianov further teaches a computer 
readable medium on which the program codes are stored (inherent from "an interception module 
is loaded into the operating system"; col. 3, lines 34-36 and col. 5, line 63 - col. 6, line 4). 



As to claim 53, see rejection of claim 13 above. 
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As to claim 54, see rejection of claim 19 above. 

As to claims 58-60, see rejections of claims 26-28 above. 

As to claim 64, see rejection of claim 1 above. Deianov further teach an altered state 
engine (The initialization module; col. 7, lines 30-36). 

As to claims 65-69, see rejections of claims 13-17 above. 

As to claim 71, see rejection of claim 19 above. 

As to claims 78-80, see rejections of claims 26-28 above. 

As to claim 82, see rejection of claim 30 above. 

As to claims 87-94, see rejections of claims 35-42 above. 

As to claims 95-98, see rejections of claims 43-46 above. 

As to claims 99 and 101-106, see rejections of claims 47 and 49-54 above. 

As to claims 110-112, see rejections of claims 58-60 above. 
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4. Claims 6-7 and 10-12 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Deianov et al. (U.S. 6,529,985 Bl) in view of Wood et al (U.S. 2004/-210771 Al) further 
in view of APA (Admitted Prior Art). 

As to claim 6 5 Deianov does not teach intercepting a service request comprises 
intercepting a software library based subroutine call. APA teaches intercepting a service request 
comprises intercepting a software library based subroutine call (page 9, lines 13-15). It would 
have been obvious to one of ordinary skill in the art to combine the teaching of Deianov and 
APA because this would improve the system of Deianov by allowing intercepting different type 
of service requests, not only the system calls. 

As to claim 7, Deianov does not teach intercepting a software library based subroutine 
call further comprises modifying at least one dynamically linked library, APA teaches 
intercepting a software library based subroutine call further comprises modifying at least one 
dynamically linked library (page 9, lines 13-15). 

As to claim 10, Deianov does not teach intercepting a subroutine base service further 
comprises patching machine language entry code of the subroutine. APA teaches intercepting a 
subroutine base service further comprises patching machine language entry code of the 
subroutine (page 9, lines 15-16). 



Application/Control Number: 1 0/082,591 Page 1 3 

Art Unit: 2194 

As to claim 11, Deianov does not teach intercepting a service request comprises 
intercepting a service dispatch mechanism based on dynamic name resolution. APA teaches 
intercepting a service request comprises intercepting a service dispatch mechanism based on 
dynamic name resolution (page 9, lines 17-18). 

As to claim 12, Deianov does not teach intercepting a service dispatch mechanism based 
on dynamic name resolution further comprises modifying service lookup name space. APA 
teaches intercepting a service dispatch mechanism based on dynamic name resolution further 
comprises modifying service lookup name space (page 9, lines 17-18). 

5. Claims 20-23, 31-32, 55, 72-75, 83-84 and 107 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Deianov et al. (U.S. 6,529,985 Bl) in view of Wood et al (U.S. 
2004/-210771 Al) further in view of Chieu et al. (U.S. 6,587,888 Bl). 

As to claim 20, Deianov does not teach allowing code that executes in response to 
interception of the service request to access alternative data, different from requested data. Chieu 
teaches allowing code that executes in response to interception of the service request to access 
alternative data, different from requested data (col. 5, lines 41-43). It would have been obvious to 
one of ordinary skill in the art at the time the invention was made to combine the teaching of 
Deianov and Chieu because Chieu provides a method to implementing a dynamic software 
wrapper for discovery of non-exported functions and subsequent method interception. 
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As to claim 21, Deianov does not explicitly teach the alternative data comprises a copy of 
at least some data. Chieu teaches the alternate data comprises a copy of at least some data (col. 5, 
lines 41-43). 

As to claim 22, Deianov teaches code that executes in response to the interception of the 
service request comprises at least alternative code (The interception module ... of the calling 
process; col. 8, lines 16-28). 

As to claim 23, Deianov teaches code that executes in response to the interception of the 
service request comprises at least the service request (col. 8, lines 15-28 and lines 44-46). 

As to claims 31-32, see rejections of claims 20-21above. 

As to claim 55, see rejection of claim 20 above. 

As to claims 72-75, see rejections of claims 20-23 above. 

As to claims 83-84, see rejections of claims 3 1-32 above. 

As to claim 107, see rejections of claim 55 above. 
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6. Claims 18, 29, 61, 70, 81 and 113 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Deianov et al. (U.S. 6,529,985 Bl) in view of Wood et al (U.S. 2004/- 
210771 Al) and Chieu et al. (U.S. 6,587,888 Bl) further in view of Smale (U.S. 5,764,985). 

As to claim 18, Deianov does note teach returning a value to the software component so 
as to simulate execution of the service request, without actually calling the service request. 
Smale teaches returning a value to the software component so . as to simulate execution of the 
service request, without actually calling the service request (col. 5, lines 15-20). It would have 
been obvious to one of ordinary skill in the art to combine the teaching of Deianov and Smale 
because Smale provides a method to provide extended functionality to the lower level functions. 

As to claim 29, see rejection of claim 18 above. 

As to claim 61, see rejection of claim 29 above. 

As to claim 70, see rejection of claim 18 above. 

As to claim 8 1 , see rejection of claim 29 above. 



As to claim 1 13, see rejection of claim 61 above. 
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7. Claims 24-25, 56-57, 76-77 and 108-109 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Deianov et al. (U.S. 6,529,985 Bl) in view of Wood et al (U.S. 2004/- 
210771 Al) further in view of Fin et al (U.S. 5,537,548). 

As to claim 24, Deianov does not teach passing alternative parameters to code that 
executes in response to interception of the service request. Fin teaches passing alternative 
parameters to code that executes in response to interception of the service request (col. 4, lines 
56-59). It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teaching of Deianov and Fin because Fin provides a method to modify 
the pass-in arguments to be processed by the new functions/codes. 

As to claim 25, Fin teaches creating the alternative parameters by modifying original 
parameters passed to the service request (col. 4, lines 56-59). 

As to claims 56-57, see rejections of claims 24-25 above. 

As to claims 76-77, see rejections of claims 56-57 above. 

As to claims 108-109, see rejections of claims 76-77 above. 
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8. Claims 33-34, 62, 85-86 and 114 are rejected under 35 U.S.C 103(a) as being 
unpatentable over Deianov et al. (U.S. 6,529,985 Bl) in view of Wood et al (U.S. 2004/- 
210771 Al) further in view of Smale (U.S. 5,764,985). 

As to claim 33, Deianov does not teach returning an alternative value to the software 
component. Smale teaches returning an alternative value to the software component (col. 5, lines 
12-20). 

As to claim 34, Smale teaches creating the alternative value by modifying a value 
returned by the service request (col. 5, lines 12-20). 

As to claim 62, see rejection of claim 33 above. 

As to claims 85-86, see rejections of claims 33-34 above. 

As to claims 1 14, see rejection of claim 62. 

Response to Arguments 

9. Applicant's arguments filed 12/22/2006 have been fully considered but they are not 
persuasive. 

In the remarks, Applicant argued in substance that (1) Wood does not teach "dynamically 
alterable condition dependent rule" because in Wood, the mapping of trust levels to 
authentication schemes is static, i.e., a given trust level will always invoke the same 
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authentication scheme when using the existing mapping, and (2) no motivation to combine the 

teaching of Deianov and Wood. 

Examiner respectfully disagrees with the Applicant's arguments: 

As to the point (1), Wood teaches the mapping rules is influenced by 
environment information such as time of request, connection speed, and/or 
client application environment (page 4, paragraph 37). 
As to the point (2), In response to applicant's argument that there is no 
suggestion to combine the references, the examiner recognizes that obviousness 
can only be established by combining or modifying the teachings of the prior art 
to produce the claimed invention where there is some teaching, suggestion, or 
motivation to do so found either in the references themselves or in the 
knowledge generally available to one of ordinary skill in the art. See In re Fine, 
837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988)and In re Jones, 958 F.2d 347, 
21 USPQ2d 1941 (Fed. Cir. 1992). In this case, the motivation is found in the 
knowledge generally available to one of ordinary skill in the art. 

Conclusion 

10. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
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the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Diem K. Cao whose telephone number is (571) 272-3760. The 
examiner can normally be reached on Monday - Friday, 7:30AM - 3:30PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, William Thomson can be reached on (571) 272-3718. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Any response to this action should be mailed to: 

Commissioner for Patents 
PO Box 1450 

Alexandria, VA 22313-1450 

Any inquiry of a general nature or relating to the status of this application should be 
directed to the TC 2100 Group receptionist at 571-272-2100. 
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